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Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, hov^/ever, may a reply be timely filed 
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Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1 .704(b). 

Status 
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4a) Of the above claim(s) is/are withdrawn from consideration. 
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Application Papers 
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10)0 The drawing(s) filed on is/are: a)n accepted or b)n objected to by the Examiner. 
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DETAILED ACTION 



Claim Rejections - 35 USC §112 



1 . Claim 27 rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

2. Claim 27 recites the limitation "retrieving a current set of identifiers" two times. It 
is unclear as to if there are multiple sets being retrieved. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described In a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 



4. Claims 1-6, 12-21, 25, 26, and 28 rejected under 35 U.S.C. 102(b) as being 
preceded by Sistanizadeh et al., US Patent No 5790548 (hereafter referred to as '548). 

5. As to claim 1 : 

'548 teaches a method for managing a telecommunications network using 
authentication of a set of stored identifiers comprising: 

Management system retrieving a current set of identifiers from a network device, 
authenticating an identity of the network device using the current set of identifiers / the 



states. 
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DHCP server receives the request, authenticates the requesting connputer based on its 
MAC address (Col 9, Line 64, *548) 

6. As to claim 2: 

Management system comprises a network management system / DHCP Server (Col 9, 
Line 64, '548) 

7. As to claim 3: 

Management system comprises a command line interface / Networks run on Network 
operating systems such as UNIX (Col 18, Line 48, '548) 

8. As to claim 4: 

Connecting the management system to the network device using a network address / 
DHCP Server provides customers with a temporary IP address (Col 9, Line 59, '548) 

9. As to claim 5: 

Network address comprises an IP address / DHCP Server provides customers with a 
temporary IP address (Col 9, Line 59, '548) 



10. As to claim 6: 
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• Detecting a request to add the network device to the teleconnmunications 
network / a connputer broadcasts a DHCP request in the LAN asking for an IP 
address (Col 9, Line 62, '548) 

• Retrieving an initial set of identifiers from the network device / DHCP server 
engages in an initial exchange with the customer (Col 10, Line 33, '548) 

• Storing the initial set of identifiers in a storage unit accessible by the 
management system / It is inherent to the invention of '548 that the MAC address 
be stored on the DHCP server during the information exchange 

• Comparing the retrieved current set of identifier s with the stored initial set of 
initial identifiers / Authenticating the identify of the network device if at least one 
of the retrieved current identifiers matches one of the stored initial identifiers / 
Authenticates the requesting computer based on its MAC address (Col 9, Line 
64, '548) 

11. As to claim 12: 

Detecting a request to add the network device to the telecommunications network / a 
computer broadcasts a DHCP request in the LAN asking for an IP address (Col 9, Line 
62, '548) 

• Retrieving an initial set of identifiers from the network device / DHCP server 
engages in an initial exchange with the customer (Col 10, Line 33, '548) 
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• Converting the initial set of identifiers into a first composite value / the user may 
encrypt his/her information and send it to the authenticated server (Col 1 1 , Line 
34, *548) 

• Storing the first composite value in the storage unit / It is inherent to the invention 
that the authenticated server store the received composite value be stored in 
some form 

• Dividing the first composite value by one of the retrieved identifiers / Public key 
encryption and authentication using MD5 (Col 11, Line 28, *548), DHCP packet 
contains user name, MAC Address, and Public key/Private key (Col 12, Line 53, 
'548) 

• Converting the remaining retrieved identifiers into a second composite value / the 
authenticated server decrypts the information (Col 1 1 , Line 35, '548) 

• Comparing the division result to the second composite value / Authenticating the 
identify of the network device if at least one of the division results matches one of 
the second composite values / Authenticates the requesting computer based on 
its MAC address (Col 9, Line 64, '548) 

12. As to claim 13: 

Identifiers comprise physical identifiers / The MAC address is a physical address on the 
Ethernet card (Col 10, Line 28, '548) 



13. 



As to claim 14: 
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Identifiers comprise logical Identifiers / Customer name and password (Col 10, Line 33, 
'548) 

14. As to claim 15: 

Identifiers comprise physical and logical identifiers / Based on MAC address, Login and 
Password (Col 10, Line 34, '548) 

15. As to claim 16: 

Physical identifiers comprise MAC addresses / The MAC address is a physical address 
on the Ethernet card (Col 10, Line 28, '548) 

16. As to claim 17: 

Physical identifiers comprise internal addresses used for communication over the 
internal bus / The MAC address is a physical address on the Ethernet card (Col 10, Line 
28, '548) 

17. As to claim 18: 

Physical identifiers comprise MAC addresses / The MAC address is a physical address 
on the Ethernet card (Col 10, Line 28, '548) 



18. As to claim 19: 
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Physical identifier is associated with a card within the networl^ device / The IVIAC 
address is a physical address on the Ethernet card (Col 10, Line 28, '548) 

19. As to claim 20: 

Each of the physical identifiers comprises a serial number for the associated card / The 
MAC address is a physical address on the Ethernet card (Col 10, Line 28, '548) 

20. As to claim 21: 

Physical identifiers further comprise a part number for the associated card / The MAC 
address is a physical address on the Ethernet card (Col 10, Line 28, '548) 

21. As to claim 25: 

Current set of identifiers comprise two identifiers / Based on MAC address, Login and 
Password (Col 10, Line 34, '548) 

22. As to claim 26: 

Current set of identifiers comprises more than two identifiers / Based on MAC address, 
Login and Password (Col 10, Line 34, '548) 



23. As to claim 28: 
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Connecting a managennent system to a network device using network address assigned 
to the network device / Network transports TCP/IP to between the Information Providers 
and customer terminals (Col 3, Line 55, '548) 

Management system retrieving a current set of identifiers from a network device, 
authenticating an identity of the network device using the current set of identifiers / the 
DHCP server receives the request, authenticates the requesting computer based on its 
MAC address (Col 9, Line 64, *548) 



Claim Rejections - 35 USC § 103 

24. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, If the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made, 

25. Claims 7 and 29 rejected under 35 U.S.C. 103(a) as being unpatentable over 
'548. 

As to claim 7: 

26. '548 teaches a method for managing a telecommunications network using 
authentication of a set of stored identifiers. *548 further teaches the capability of having 
multiple versions of one identifier type (Col 1 1 , Line 6, '548). '548 does not specifically 
teach updating the stored initial set of identifiers with any of the retrieved current 
identifiers that do not match the stored initial identifiers. The examiner takes official 
notice as to add/change computer account information identifiers (such as MAC 
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address) by use of the user name and password. It would have been obvious to a 
person of ordinary skill in the art at the time of invention to add/change computer 
account information identifiers (such as MAC address) by use of the user name and 
password. One of ordinary skill in the art would have been motivated to add/change 
computer account information identifiers (such as MAC address) by use of the user 
name and password because it is very common to use a user name and password to 
change account information. Examples of this include services controlled from the web 
such as web sites for cell phone service providers, web sites for bank account 
information, etc. 

As to claim 29: 

27. '548 teaches a method for managing a telecommunications network using 
authentication of a set of stored identifiers. '548 further teaches the capability of having 
multiple versions of one identifier type (Col 1 1 , Line 6, *548). *548 does not specifically 
teach updating the stored initial set of identifiers with any of the retrieved current 
identifiers that do not match the stored initial identifiers. The examiner takes official 
notice as to add/change computer account information identifiers (such as MAC 
address) by use of the user name and password. It would have been obvious to a 
person of ordinary skill in the art at the time of invention to add/change computer 
account information identifiers (such as MAC address) by use of the user name and 
password. One of ordinary skill in the art would have been motivated to add/change 
computer account information identifiers (such as MAC address) by use of the user 
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name and password because it is very common to use a user name and password to 
change account information. Examples of this include services controlled from the web 
such as web sites for cell phone service providers, web sites for bank account 
information, etc. 

28. Claims 8 and 9 rejected under 35 U.S.C. 103(a) as being unpatentable over *548 
in view of "NetLinker FAQ". 

As to claim 8: 

29. '548 teaches a method for managing a telecommunications network using 
authentication of a set of stored identifiers. *548 does not teach posting a user 
notification indicating failed authentication if at least one of the retrieved current 
identifiers does not match one of the stored initial identifiers. NetLinker FAQ teaches an 
Internet service provider rejection response message. It would have been obvious to a 
person of ordinary skill in the art at the time of invention to use a rejection response 
message as in NetLinker with the service provider authentication in '548. One of 
ordinary skill in the art would have been motivated to use a rejection response message 
as in NetLinker with the service provider authentication in '548 because it is helpful to 
the user to know if authentication has failed, so that the user may then retry to 
authenticate. 



As to claim 9: 
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30. '548 teaches a method for managing a telecommunications network using 
authentication of a network device identifier (MAC address) (Col 9, Line 64, '548). '548 
further teaches the capability of having multiple versions of one identifier type (Col 1 1 , 
Line 6, '548). '548 does not specifically teach updating the stored initial set of identifiers 
with any of the retrieved current identifiers. The examiner takes official notice as to 
add/change computer account information identifiers (such as MAC address). It would 
have been obvious to a person of ordinary skill in the art at the time of invention to 
add/change computer account information identifiers (such as MAC address). One of 
ordinary skill in the art would have been motivated to add/change computer account 
information identifiers (such as MAC address) because it is very common for service 
providers to allow users to change account information. Examples of this include 
services controlled from the Internet such as web sites for cell phone service providers, 
web sites for bank account information, etc. 

31. Claims 10 and 1 1 rejected under 35 U.S.C. 103(a) as being unpatentable over 
'548 in view of "NetLinker FAQ" in further view of "TCP/IP Networking Concepts". 

As to claim 10: 

32. '548 as modified above teaches a method for managing a telecommunications 
network with DHCP using authentication of a set of stored identifiers where new user 
devices may be added. '548 as modified above does not teach using static IP 
addressing in the network protocol for detecting a device on the network and updating a 
record associated with the network device with new network addresses. "TCP/IP 
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Networking Concepts" teaches using static IP addressing as an alternative to DHCP 
networking for detecting a device on the network and updating a record associated with 
the network device with new network addresses (Page 1, Line 16, "TCP/IP Networking 
Concepts"). It would have been obvious to a person of ordinary skill in the art at the 
time of invention to modify the invention of *548 as modified above to use static IP 
addressing as an alternative to DHCP networking. One of ordinary skill in the art would 
have been motivated to modify the invention of '548 as modified above to use static IP 
addressing as an alternative to DHCP networking because Static IP addressing 
provides an orderly procedure for adding new devices (Page 1, Line 16, "TCP/IP 
Networking Concepts"). 

As to claim 11: 

Storing the initial set of identifiers comprises adding the identifiers to an administration 
managed device table / It requires that all addresses are recorded and centrally 
maintained by a network administrator (Page 1, Line 16, "TCP/IP Networking 
Concepts"). 

33. Claim 22-24 rejected under 35 U.S.C. 103(a) as being unpatentable over '548 in 
view of Ichimi et al., US Patent No 6059446 (hereafter referred to as '446). 

As to claims 22-24: 

34. '548 teaches a method for managing a telecommunications network using 
authentication of a network device identifier (MAC address) comprising: 
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• Reading the current set of identifiers from a plurality of non-volatile memories on 
a plurality of cards within the network device / Some computers may have 2 
Ethernet cards, each with their own identifier ...(Col 11, Line 13,*548) 
'548 does not specifically state that the MAC address should be stored in non-volatile 
read-only registers. '446 teaches a LAN controlling unit which stores a MAC address in 
a ROM registers (Col 1 , Line 26, '446). It would have been obvious to a person of 
ordinary skill in the art at the time of invention to store the MAC address in read-only 
registers as in '446 in the invention of '548. One of ordinary skill in the art would have 
been motivated to store the MAC address in read-only registers as in '446 in the 
invention of '548 because it presents accidental alteration to the MAC address that 
could lead to a malfunction in the network. 



Conclusion 



35. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jonathan R Adams whose telephone number is (703) 
305-8894. The examiner can normally be reached on Monday - Friday from 10am to 
6pm. 

36. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse, can be reached on (703) 308-4789. The fax phone number 
for the organization where this application or proceeding is assigned is (703) 872-9306, 
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Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is (703) 305-3900. 



oflEGORY MORSE 
SUPERVISORY PATENT EXAM'^SER 
TECHNOLOGY CENTER 2l00 



